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Scenario

Configure Sophos XG Firewall to SPX-encrypt all the outbound emails for confidential
financial data. This example helps you encrypt emails containing confidential data sent
from your email server hosted within DMZ.

This type of encryption is required in Banking and Finance sector where emails from
finance department are required to be encrypted.

182.168.50.1

Il

Sophos Firewall
WAM [P 203.88.135 46

192.168.50.2

Il

DMz

u Domain. example.com
M¥ Record: mail. example.com

SMTP Hostname: example.com

LAN 172.16.16.0/24

Prerequisites

e Read-write permissions on the Sophos XG Firewall Admin Console for the relevant
features.

e Valid Email Protection subscription (Administration > Licensing).

e Pluggedin and connected interfaces to WAN (Internet) and DMZ (containing the
servers) zones (Network > Interfaces).

e Email server's MX record pointing to the XG Firewall WAN interface.
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Configuration

Log in to the Sophos XG Firewall Admin Console.

Step 1: Enable SMTP Relay for WAN zone

Go to System >
Administration > Device

Access. Select SMTP HTTPS Tenet SSH NT Gt Baus Clet o cogpucs ws eSS Wb L Do SMTP gup
Relay for WAN zone to - = o
. O = (] ] ] | O m

allow emails from WAN to — []
(] o o (] a (] (] (] o o O (]
LAN. O 0O OO0 O 0 O o0 0o O0OO0O Oa@
o o O

Step 2: Upload email server certificate

Go to System >

R chion * @ pload certificate
Certificates > ’ e
Certificates > Add to ertificate Det
upload the email server _

Cert_of_Example

certificate. This certificate
must be used as the SMTP

Certificats File Format * PEM [.pem)

Certificate * Choose File | Nofile chosen
TLS Certificate in step 3. Private Key *

Passphrase/PSK

O Generate self-signed certificate

O Generate Certificate Signing Request (CSR)

Step 3: Configure SMTP deployment mode and email settings

Go to Protect > Email >
General Settings and click
Switch to MTA Mode if
device is functioning in
legacy mode.

SMTP Deployment Mod

Device acts as a Transparent Proxy.

You can switch to MTA Mode wherein Device acts asa M

Switch to MTA Mode

ail Transfer Agent (MTA).
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This creates firewall rule to forward SMTP/SMTPS traffic automatically.

G P Enable Filter

=  Auto added firewall policy f.. [1D:1]

{ any-to-any [ID:2]

== Aod Firewall Rule

Forward

Accapt

Lo @

Under SMTP Settings:
e Configure the SMTP e
Hostname. SHTP Hosinare examulenosinamecom | Thi il used n HELO n SHTP resting sngs
e Select Verify Sender’'s peniSeen Emals Eresserran ° KB Enier 0o defau e rtcon 0 1200 K8
P Reputationand | T oo O O
retain the default - - i
action setting. This will '
reject all the spam e e d
mails if Sender’s IP o o
address isin the IP R
reputation list. e Emale/Connection
e Select SMTP DoS Maximum Recipients/Emal ¢ 0
Settings to protect Emait Rate 1000 Per inute/Host
from SMTP DoS Cannections Rate 100 per Second/Host
attacks.
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Under SMTP TLS
Configuration, set TLS
Certificate to the email
server certificate
uploaded in step 2.
Deselect Allow Invalid
Certificate.

Under Advanced SMTP
Settings, select Scan
Outgoing Mails.

SMTP TLS Configuration

TLS Certificate *

Allow Invalid Certificate

Require TLS Negotiation with Host/Net

Cert_of_Example

[ Enable

Add New Item
Require TLS Negotiation with Sender
Domain
Add New Item
Skip TLS Negotiation Hosts,/Nets
Add New [tem
Advanced SMTP Settings
Reject invalid HELO or missing RDNS [:] Enable €
Scan Outgoing Mails Enable €

Apply

Step 4: Configure Relay Settings for Email Servers

Go to Protect > Email >
Relay Settings. Under
Host Based Relay, in
Allow Relay from
Hosts/Networks, enter
the IP addresses of both
the email servers.

Host Based Rela

Allow Relay from Hosts/Networks

8.50.1

Add New Item

Block Relay from Hosts/Networks
-
S

Add New Item
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Step 5: Add Custom Data Control List (DCL)

You can create a custom list as per your requirement or can use from one of the
predefined DCLs - Confidential information, Financial information and Postal
addresses. As an example, we have created a DCL for Type Financial Data.

e Goto Protect > Email
> Data Control List
and click Add.

e Set Type to Financial
Data and Region to
Germany.

e Select the following
CCLs (Sophos Content
Control List):

o International
Bank Account
Numbers
[Germany]

Name *

CCLs *

Bank_Financial_Data

Type Financial Data r Region Germany r
[(J show only selected

International Bank Account Numbers [Germany]

Bank routing numbers with qualifying terms [Germany]

Credit or debit card numbers near personally identifiable information [Germany]

o Bank routing numbers with qualifying terms [Germany]
o Credit or debit card numbers near personally identifiable information

[Germany]
e Click Save.

The selected data control list is used in the SMTP Route & Scan Policy in step 7.
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Step 6: Create SPX Template

Go to Protect > Email > Encryption. Under SPX Templates, click Add.
Set Password Type as Specified by Recipient
Select Enable SPX Reply Portal and Include Original Body Into Reply. This will

allow users to securely reply using the SPX Reply Portal and include original

content in the reply.
e Click Save.

This SPX Template must be used in an SMTP Route & Scan Policy in step 7.

SPX Templates

Name *

Description

Organization Name
PDF Encryption
Page Size
Password Settings
Password Type *

Notification Subject

Notification Body

Recipient Instructions

Instructions for recipient

SPX Portal Settings

Enable SPX Reply Portal

Save Cance!

Include Original Body Into Reply

Specified_by_Recipient

AES /128 v
Ad v
Specified by recipient v

SPX Registration Request from
%30RGANIZATION_NAMEY%G

e m ted messa
5 Email you w ne d

her /
omp etech registration, you can
vord to view other SPX-encrypted

HRE! |
<p=After you ha
use the same pa:
Emails.</D>
<small><i=Note: if your E | program does not support
active links, you can reg copying and pasting the
text below into your internet browser:</ix

HREG_LINK3%

<p><b>Encrypted ema nnuf\carcn from
%0 NIZATION_MAME%-</b:
Encryoted email messa g from %SENDERS:< /b

<D=

</D>

< > hIS ﬂal contains @ message that has been sent as
DF docl ~\emmc c I to enst LIIEI"I
ew of its contents.

~1"><b=0pen the encrypted PDF attachment
ure message </b></font>

<p>To & i 5! , you shnul‘lcueﬂ[h
attache sing Adobe Acrobat Reader version 7.0 or
hinher In arder to view its contents »rn'\’m:r entar the

Enable
Enable

[

e

[

£
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Step 7: Create SMTP route and scan policy to SPX-encrypt emails
containing financial information

e Goto Protect > Email
> Policies, click Add
Policy and click SMTP
Route & Scan.

e Under Domain and
Routing Target set:

Domain to example
(Policy applies to mails
sent and received
from this domain)

Global Action to Accept

SMTP Policy

Name *

Protect_Examole

Domains And Routing Target

Protected Domain * Global Action SPX Template

- Accept v None

Route By

Static Host Host List Selected Host

192168501 x
192168502 x

192168501
192168502

SPX Template to None (Template selected here is applied to the traffic to and
from the specified domain. In this scenario we want to use template only for the
traffic that matches the Data Protection profile and hence we do not select any

template here)

e Turnon Data
Protection and set:

Data Control List to
Bank_Financial_Data
(created in step 5)

@ Data Protection

Data Control List Data Control List Action

Bank_Financial_Data A Accept with SPX T
Accept with SPX
Specified_by_Recipient T

Notify Sender

Data Control List Action to Accept with SPX

Accept with SPX to Specified_by_Recipient (created in step 6)

e C(Click Save.
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Result

All outbound emails will be scanned for confidential financial data.

When SFOS detects an email containing confidential data, the recipient will receive
an email asking them to register a password. Once password is registered, SFOS
encrypts the email with that password and then sends it to the recipient.

The configuration in this article can be used for scanning other types of confidential
data, like data related to identification and postal addresses. The steps remain the
same except of step 5 where you need to create the relevant Data Control List.
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Copyright 2016-2017 Sophos Limited. All rights reserved.

Sophos is registered trademark of Sophos Limited and Sophos Group. All other
product and company names mentioned are trademarks or registered trademarks of
their respective owners.

No part of this publication may be reproduced, stored in a retrieval system, or
transmitted, in any form or by any means, electronic, mechanical, photocopying,
recording or otherwise unless you are either a valid licensee where the
documentation can be reproduced in accordance with the license terms or you
otherwise have the prior permission in writing of the copyright owner.
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